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1
Decision/action requested

Approve the proposed solution in TR 33.836
2
References

3
Rationale

This contribution proposes a solution to address Key Issue #2: Security for eV2X unicast messages over PC5.
4
Detailed proposal

*********************************************** Start of Changes ************************

6.x
Solution #x: Security for eV2X unicast messages over PC5
6.x.1
Introduction
This solution addresses key issue #2: Security for eV2X unicast messages over PC5 and more specifically the “V2X Service oriented” method. 

During the unicast link establishment, a security association is created between the peer UEs to be able to secure the link. Each peer UE keeps locally its security context containing keys to encrypt/decrypt messages and to integrity protect them. A portion of the session identifier (i.e., Kd session ID) is used by each peer UE to identify and retrieve the security context/keys when a message is received (to check its integrity and/or decrypt it) or when a message needs to be sent (to encrypt it and/or protect it for integrity). The session identifier is created by concatenating identifier components from each peer, i.e. the Most Significant Byte (MSB) of Kd session ID is from the initiating UE and the Least Significant Byte (LSB) of Kd session ID is from the peer UE. Each UE uses its portion of the Kd session ID (i.e. MSB or LSB) to retrieve the security context associated to the link. 

In this solution, the initiating UE uses the entire session identifier (i.e., Kd session ID) to locate the security context associated with the link instead of using a portion of it, i.e. the MSB of Kd session ID. 

The initiating UE generates the MSB of Kd session ID and broadcasts a Direct Communication Request (DCR) message including the announced V2X service and the MSB of Kd session ID. Each peer UE receiving the broadcast message and interested in the announced V2X service generates an LSB of the Kd session ID, creates a security context and sends a Direct Security Mode (DSM) Command message to the initiating UE specifying the announced V2X service and its generated LSB of Kd session ID. The initiating UE, upon receiving a DSM Command message, forms the session identifier by concatenating the MSB and LSB of the Kd session ID, creates a unique security context to be associated with the session identifier, saves the received LSB of Kd session ID with its previously generated MSB of Kd session ID in this context, and derives the security keys. The initiating UE responds to the peer UE by sending a DSM Complete message.   

This solution ensures that a different security context is established for each peer UE during the V2X unicast link establishment using the V2X Service-oriented method. To do so, the initiating UE avoids having multiple security contexts being associated to the same MSB of Kd session ID when multiple peer UEs send a DSM Command message as a response to the broadcast DCR message announcing a V2X service. This solution mitigates man-in-the-middle attacks during V2X unicast link security establishment between the initiating UE and each peer UE by using the protection provided by existing DSM Command/Complete mechanism.
Editor’s Note: Clarification for DSM command use and Kd session ID parameter is FFS.
Editor’s Note: Evaluation of the risk caused by potential collisions of Kd session ID parameter MSBs is FFS.
6.x.2
Solution details
The solution shown in Figure 6.X.2-1 details a procedure for security for eV2X unicast messages over PC5 where the initiating UE uses the entire session identifier (i.e., Kd session ID) to locate the security context. 
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Figure 6.X.2-1 Procedure for Security for eV2X unicast messages over PC5
1. The initiating UE broadcasts a DCR message to announce a V2X service. An MSB of Kd session ID is specified.

2. The peer UE1 is interested by the announced V2X service so it generates an LSB of Kd session ID and sends it via a DSM Command message to the initiating UE, specifying the V2X service it is interested in.

2a. The peer UE3 is also interested by the announced V2X service so it generates an LSB of Kd session ID and replies to the initiating UE by sending a DSM Command message which includes the LSB of Kd session ID and the V2X service.

3. The initiating UE receiving a DSM Command message from the peer UE1 forms the session identifier by concatenating the MSB and LSB of the Kd session ID (i.e. MSB of Kd session ID + LSB of Kd session ID #1). The initiating UE verifies that this session identifier is unique and creates a security context to be associated with this session identifier. The received LSB of Kd session ID and its previously generated MSB of Kd session ID are saved in this context. The initiating UE replies with a DSM Complete message.

3a.The initiating UE also receives a DSM Command message from the peer UE3. The initiating UE forms a second session identifier by concatenating the MSB of Kd session ID with the LSB of Kd session ID #3, verifies its uniqueness and creates a second security context to be associated with this second session identifier. The initiating UE replies with a DSM Complete message.

 In the case where the initiating UE finds the session identifier is not unique, the initiating UE rejects the Direct Security Mode Command message (i.e. sends a Direct Security Mode Reject message) with a cause value specifying that the LSB of Kd session ID is not unique. The peer UE3 receiving a Direct Security Mode Reject message looks at the cause value and if the cause is related to the session identifier uniqueness then the peer UE3 generates a new LSB of Kd session ID and replies to the initiating UE again (i.e. sends a DSM Command message). The peer UE3 forgets the former LSB of Kd session ID.
4. The peer UE1 completes the unicast link establishment by sending a Direct Communication Accept (DCA) message.

4a. The peer UE3 completes the unicast link establishment by sending a DCA message.

5. The peer UE1 sends a message (i.e. signaling or data message) to the initiating UE. The message may be confidentiality and/or integrity protected. The session identifier is specified on the message.
5a. The initiating UE when receiving this message uses the entire session identifier (i.e. Kd session ID) to retrieve the corresponding security context and check the integrity and/or decrypt the message.
6.x.3
Evaluation

TBD
*************************************************** End of changes ******************************
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